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I. INTRODUCTION

IN physical broadcast networks (PBN), such as power line networks (PLNs), a malicious user can perform attacks on
all the stacks of the ISO/OSI model, including the MAC and physical layer. In particular, the physical layer comes to

play an important role in both planning attacks to the network and defensive strategies. In fact, since the physical medium
is shared, every input into the network has an effect on the whole system. If the network system can be modeled, then its
properties can be used with both malicious or aiding intent.

In the context of power line transmission and distribution networks, attacks and defensive strategies are normally based
on system theory. In this case, the network is modeled as a dynamic system that describes the power flow. Attacks of
different kind aim at altering the perception of the state of the network, which in turn might bring to a network failure
[1]. In any case, informative signals need to circulate through the network, therefore a resilient communication architecture
would enhance the PLN security. However, to our knowledge there is very few literature about physical-layer secure
communications in PLNs [2][3][4][5].

In this regard, Power Line Communications (PLC) is a well established communication technology in PLNs [6]. This
technology already provides a form of security in the fact that it uses a communication mean, the power line cables, that
is owned by the utility and therefore not accessible to everybody. However, an unauthorized user might be able to get
physical access to the network, or the utility might not want to share some information with part of the network. Therefore,
additional security measures have to be provided. Since the PLC physical channel has some properties in common with that
of wireless communications, it might make sense to directly apply the physical-layer security (PLS) techniques developed
for wireless [7][8] to the case of PLC. However, it has been shown that the PLC channel, conversely from the wireless
one, is in general not symmetric [9] and, moreover, has different statistical properties [10].

In this paper, we propose an analysis of the properties of the PLC channel in order to investigate under which conditions
PLS techniques developed for wireless apply also to PLC. However, since the PLC channel is in general non symmetric,
most of the known PLS algorithms cannot be applied to it. In order to overcome this limit, we make use of the fact that
the PLC channel is reciprocal to investigate which channel state information (CSI) is known to both the transmitter and
the receiver independently at any given time. The CSI obtained with the proposed method can be consequently used to
generate common cryptographic keys separately at the two communication ends. Although our investigation focuses on
PLN, the proposed data sources are common to every reciprocal network, including any kind of passive wired network
and wireless networks.

II. PROPOSED APPROACHES

It has been shown in [9] that the power line channel is symmetric if the impedance ZT at the transmission side is equal
to the load impedance ZL (see Fig. 1). Similarly, this condition applies to the wireless channel and to any other kind of
passive network. However, while in wireless systems both ZT and ZL are set to the same value (usually 50Ω) to maximize
the power transmitted and received, there are different cases in PLC. Considering in-band full duplex PLC, the transmitted
and the received signal are referred to the same impedance [11]. This allows to optimize the bi-directional communication
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Fig. 1: Sketch of trans-resistance a) and trans-conductance b) communication schemes.
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Fig. 2: Symmetry of r for different values of ZT , with ZL =10kΩ

output. Besides, it also means that if the two communication ends are equipped with modems that use an output impedance
with the same value, we have ZT = ZL and the channel is symmetric.

On the other hand, in half-duplex PLC systems optimal communication rate is obtained by maximizing the transferred
voltage [12]. Therefore, PLM are usually equipped with ZT ∼1Ω and ZL ∼10kΩ. This renders the channel highly non
symmetric. Nevertheless, the PLC channel is reciprocal and this property can be exploited to get symmetric CSI using
particular transmission schemes. In fact, in any reciprocal network the following holds true:

• referring to Fig. 1a, the ratio r = V2/I1 remains constant when the two ports are inverted, under the condition
ZT = ZL =∞,

• referring to Fig. 1b, the ratio g = I2/V1 remains constant when the two ports are inverted, under the condition that
ZT = ZL = 0.

This means that it is possible to obtain symmetric transmission of signals considering the trans-resistance r or the trans-
conductance g of the network instead of the classical voltage transfer function. However, the values of the impedances under
which this property holds are ideal and far from the common values of ZT and ZL. Nevertheless, it comes out from our
simulations that a good degree of symmetry is hold also with ZT = ZL ∼10kΩ or ZT = ZL ∼1Ω for the trans-resistance
and trans-conductance cases, respectively (see Fig. 2). Trans-resistance communication would be practically implementable
in power line modems, by piloting the line with a current instead of a voltage and using a classical voltage receiver. On
the other end, trans-conductance communication would imply to send a voltage signal using a classical transmitter and to
receive a current signal over a very small impedance.
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